CICRA

cC A M P U S

Data Protection Officer (DPO)
Training Programme

BASED ON PERSONAL DATA PROTECTION ACT NO. 9 OF 2022 OF SRILANKA

“Secure your organization’s data responsibly”




CICRA

ABOUT CICRA

Pioneers in cyber security education in Sri Lanka with
over 14 + years of excellence

2000+ Alumni

800+ Ethical Hackers

Continued Academic excellence

Partnered with leading universities and certifications
awarding entities in UK, Australia, USA and Malaysia
Award winning organization for system innovation
Partnerships with leading business conglomerates in Sri
Lanka for internship opportunities

OUR VISION

To be a pioneering university that empowers future leaders through academic excellence,
research, and industry-driven innovation. As we transition into a multidisciplinary institution with
the Faculty of Computing, Faculty of Business, and Faculty of Education, we remain committed to
maintaining our legacy as Sri Lanka’s leading institution in cybersecurity while expanding our
academic horizons to shape the future of education and industry.
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E Swabhimani Award for Business & Commerce 2020 | Microsoft Partner of the year 2022 - Raising Azure Technology Award | National ICT award (NBQSA) 2021

EC Council Circle of Excellence award | Best Client Delivery Innovation - Regional winner - Western Province | Best Client Delivery Innovation - National winner
Best Disruptive product Innovation - Regional winner - Western Province | Best Disruptive product Innovation - National winner




PROGRAM
BRIEF

LEVEL 1: DATA PROTECTION PRINCIPLES AND FOUNDATIONS

Introduction

This foundational module provides participants with a comprehensive introduction to data protection
principles and practices. It establishes a strong understanding of the legal framework, key terminology,
and the role of the Data Protection Officer (DPO). Participants will learn about the core principles that
govern lawful data processing and the fundamental rights of data subjects.

Upon completion of this module, participants will be able to:

« Understand the role and responsibilities of a Data Protection Officer (DPO).

« Explain the key concepts and principles of data protection.

« Describe the legal framework governing data protection, including the Personal Data Protection
ActNo.9of 2022.

« Identify and apply the core principles of lawful data processing.

 Understand data subject rights and the requirements for obtaining and managing consent.

LEVEL 2: DATA PROTECTION IMPLEMENTATION AND PRACTICE

Introduction

This advanced module builds upon the foundational knowledge of data protection principles and delves
into the practical aspects of implementation and management. Participants will learn how to conduct
personal data audits and Data Protection Impact Assessments (DPIAs), manage data security and
breaches, handle data transfers, and build a comprehensive data protection framework within their
organization.

Upon completion of this module, participants will be able to:

« Conduct a personal data audit to identify and assess data processing activities.
« Perform a Data Protection Impact Assessment (DPIA) to evaluate and mitigate risks associated
with data processing.
« Develop and implement data security measures and incident response plans.
* Manage data breaches effectively, including notification procedures.
« Understand the requirements for data transfers and third-party management.
« Build a data protection framework, including policies, procedures, training, and auditing mechanisms.



COURSE
CONTENT

LEVEL 1: DATA PROTECTION PRINCIPLES AND FOUNDATIONS

Module 1: Role of a Data Protection Officer

Module 2: Introduction to Data Protection

Module 3: Principles of Data Protection

Module 4: Data Subject Rights and Consent Management
Module 5: Performing a Personal Data Audit

LEVEL 2: DATA PROTECTION IMPLEMENTATION AND PRACTICE

Module 6: Performing a DPIA

Module 7: Security Context

Module 8: Data Breach Management

Module 9: Data Transfers and Third-Party Management
Module 10: Building a Data Protection Framework
Module 11: Enforcement and Penalties

Module 12: Practical Exercises and Case Studies

DURATION

evel 1and Level 2 are

d over 2 days each.

thusiast age
ve 16 years

DELIVERY

LECTURER PANEL

here to view



https://drive.google.com/file/d/1Z8Kw6wyf7ybjhtAyLN44XSUkhJdyVO0l/view

CONTACT OUR PRODUCT COUNSELLORS

Email

CHAMODI BANDARA

Email

SC-Intern3@cicra.edu.lk

Contact Number
070 476 2502

ABDUL BASITH
abdul@cicra.lk

Contact Number
070 476 2500

DEVINDI SILVA
- Email
, sscl@cicra.edu.lk
‘ Contact Number
070 476 2507

NARTHANA JAGANATHAN

Email
sc2@cicra.edu.lk

Contact Number
070 476 2505

NIMNA DISSANAYAKE

Email

SCl@cicra.edu.lk

Contact Number
070 476 2506

THARINDUNI ESHANKA

Email
SC-Internl@cicra.edu.lk

Contact Number
070 476 2501

“Expert guidance for your learning journey."



HOW TO REGISTER

Click the link below and fill the registration form

Make the payment for below account details
and send the payment receipt:

Account Name: CICRA CAMPUS (Pvt) Ltd.
Account Number: 0009 1000 8366

Bank: Sampath Bank PLC

Branch: Nawam Mawatha

M You will receive the payment acknowledgement
from the finance team within 1 working day

CLICKHERE TO

'REGISTER

No 245, Stimath Anagarika Dharmapala Mawatha, Colombo 07
X /
cicra.edulk | 0710600800
00060



https://docs.google.com/forms/d/e/1FAIpQLSfXumamqQigYVZfVVy_zhJD2M2Jrz8nGSYN-Y6i5UtK5OjCeg/viewform



